ManageEngine AD360 Training: Integrated Identity and Access
Management Solution

Course Description

This training course provides a comprehensive overview of ManageEngine AD360, an integrated identity
and access management (IAM) solution. Participants will learn how to manage user identities, govern
access to critical resources, enforce security protocols, and ensure compliance with industry standards.
The course covers installation, integration, customization, centralized administration, and security
settings, enabling participants to leverage AD360's capabilities for a streamlined IAM experience.

Audience Profile
This course is designed for:

e |T administrators responsible for managing user identities and access in an enterprise
environment.

e Security professionals looking to enforce secure authentication mechanisms and compliance
measures.

e System administrators managing Active Directory, Exchange Server, and Office 365
environments.

e |T managers aiming to streamline and automate IAM processes.

Prerequisite

Participants should have:
e Basic knowledge of Active Directory, Exchange Server, and Office 365.
e Familiarity with network security and identity management concepts.

e Experience in managing Windows-based systems is recommended but not mandatory.

Course Objectives
By the end of this course, participants will be able to:
1. Install and configure AD360 as an application or a Windows service.

2. Integrate AD360 with other systems and synchronize data seamlessly.



3. Customize and manage the AD360 dashboard for optimal utility.
4. Generate and export comprehensive reports across AD, Exchange Server, and Office 365.
5. Configure secure logon settings, including two-factor authentication and IP-based access.

6. Administer AD360 and its components centrally, ensuring high availability and secure
communication.

7. Personalize general settings such as language, time zones, and branding to meet organizational
needs.
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7. Centralized Administration Settings

Setting up high availability for AD360.

Configuring automatic database backup and updates.

Setting up mail servers, SMS, and proxy configurations.
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e Configuring AD360 as a reverse proxy server.
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